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Executive Summary

Since FY 2017, Congress has appropri-
ated more than $1.52 billion for tech
and surveillance to U.S. Customs and
Border Protection (CBP) and the
Department of Homeland Security
(DHS) and its other component
agencies, including more than $780
million in FY 2021 alone. A significant
portion of these funds are being spent
on a digital border wall at the U.S.-
Mexico border, consisting of surveil-
lance towers, drones, sensors, biomet-
rics, and other border security tech-
nologies. The digital border wall is
billed as a “gentler,” “smarter,” and
more “humane” alternative to
President Donald Trump’s physical
border wall, and has thus far received
strong bipartisan support, including
from President Joe Biden. Strong
bipartisan support, however, is not a
prima facie indicator of good policy.
Serious concerns remain, not only
about the human rights implications
of these technologies on migrants
and border communities, particularly
those of Latino heritage, but about
their ability to be effective at achieving
their stated purpose. These concerns,
and the threat border security tech-
nologies pose to the public at large,
call for Congress to introduce stronger
safeguards on their deployment and
require increased oversight and
transparency.

Background

The U.S. federal government’s
deployment of technologies for
border security purposes along
the U.S.-Mexico border dates back
to the 1970s, when ground sensors
first began being installed to de-
tect the activity of smugglers and
undocumented migrants.! Succes-
sive presidential administrations,
Republicans and Democrats alike,
have since expanded the nature
and scope of these border security
technologies. During the Clinton
administration, for example, the
government increased its collec-
tion of biographical data, finger-
prints, photos, and arrest records
as part of an automated biometric
identification system.? It also
began deploying cameras and
additional sensors as part of
surveillance programs along the
southern border.® Under the Bush
administration, the U.S. govern-
ment redoubled its efforts to
enhance those surveillance capa-
bilities through the use of drones
and development of the Secure
Border Initiative Network
(SBInet).* SBInet was an ambitious
high-tech border fence with an
integrated network of cameras,
sensors, and radars meant to
cover the entire southern border.®

While SBInet was canceled by
the Obama administration in 2011
following internal audits within
DHS that revealed repeated de-
lays, excessive waste, and serious
concerns over its effectiveness,®
the allure of using emerging tech-
nologies to more effectively and
efficiently monitor who and what
crosses the U.S.-Mexico Border
remained intact. Just a few years
after the cancellation of SBInet,
the Obama administration devel-
oped the Integrated Fixed Tower
program.” The program’s intent
was to dot the southern border
with surveillance towers, begin-
ning with a network of 50 such
towers across southern Arizona.®
It was bolstered by the Admin-
istration’s launch of the Silicon
Valley Innovation Program in
2015, which spurred tech compa-
nies to invest in border security.®
Funding and deployment of
border security technologies

has only surged since. Congress
appropriated $743 million to CBP
to fund border security technolo-
gies from FY 2017 to FY 2020 un-
der the Trump administration.’®In
FY 2021, more than $780 million
was appropriated to DHS for the
same purposes.”

Today, border security technolo-
gies largely consist of surveillance
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The enduring bipartisan and corporate fervor for the digital border wall
has obscured a fundamental question: whether increased reliance on
border security technologies truly offers an effective and humane
means of managing the southern border.

towers, drones, biometric data-
bases, automated license plate
readers, and sensor systems.” To-
gether, they form an interconnect-
ed network of technologies
designed to monitor all aspects

of migration and activity along the
southern border. The use of these
technologies has led to references
of a “digital border wall” or “smart
border wall” being created along
the southern border, since it is
these technologies, not physical
barriers made of metal or con-
crete, that are increasingly the
government’s primary means of
securing the border.”® The backing
of a multi-million dollar for profit
industry of defense contractors
and Silicon Valley start-ups and
tech companies provides a power-
ful impetus for the continued
expansion of the digital border
wall. So too does the enduring
bipartisan support this initiative
enjoys.”®

This support is due in part to the
perception that these technolo-
gies provide a more cost-effective,
efficient, and humane means of
guaranteeing border security. For
the majority of Democratic and
Republican politicians who believe
that being “soft” on border securi-
ty remains politically untenable,
the digital border wall is thus an
attractive proposition. Proponents
of a digital border wall, for exam-
ple, indicate that compared to the
$24.5 million per mile that it would
take to build a physical barrier, a
digital border wall could be built
for less than $500,000 per mile.'
According to CBP, many of these
border security technologies,
namely surveillance towers and

drones, also act as force multipli-
ers.” They enable agents to moni-
tor remote areas that may be
difficult or dangerous to monitor
in person, reduce the need for
increased manpower, and can
allow for more persistent detec-
tion of potential illegal activity.”®
The digital border wall has also
provided Democrats with a means
of supporting border security,
while still denouncing President
Trump’s vision of a physical barrier
encompassing the border.”®

Echoing these claims, and calling
the digital border wall a more
humane alternative to Trump’s
physical border wall, President
Biden has indicated he is seeking
more than $1 billion in investments
for border infrastructure, including
“modern border security technolo-
gy” for FY 2022.2° He has also
Included provisions for strength-
ening the digital border wall as
part of his immigration bill, the
U.S. Citizenship Act of 2021,

which contains no upper limit on
the amount authorized to be
appropriated for deploying

border security technologies.”

Policy Analysis

The enduring bipartisan and cor-
porate fervor for the digital border
wall has obscured a fundamental
question: whether increased reli-
ance on border security technolo-
gies truly offers an effective and
humane means of managing the
southern border. By not scrutiniz-
ing the operational efficacy of
these technologies and discount-
ing their impact on migrants,
border communities, and the
American public at large, the U.S.

government has failed to exercise
due diligence in balancing human
rights and security considerations
related to the digital border wall.

The Digital Boarder Wall’s
Impact on Migrants

Despite its name, the digital
border wall is likely to lead to
significant, physical harm to
migrants crossing the southern
border, the majority of whom are
from Latin America. This is specifi-
cally the case with surveillance
technology. A recent study exam-
ining the effects of SBInet found
a significant correlation between
the location of human remains
along the southern border and
that of surveillance technologies.?
Post-SBlnet, migrants seem to
have shifted to routes of travel
outside surveillance technologies’
visual range, even if those routes
were more dangerous and likely
to lead to death or injury through
isolation, dehydration, hypother-
mia, or exhaustion.?® There is no
reason to suspect that newer
surveillance technologies will not
similarly contribute to migrant
harm. On the contrary, the
increased difficulty of evading
such technologies might lead to
heavier reliance on human smug-
glers, only increasing migrants’
vulnerability to exploitation.

Although less tangible, there are
also equally significant privacy
concerns associated with the
digital border wall for migrants
and other border crossers. This

is especially true of biometric
programs that allow the CBP to
collect, store, and often share with
other agencies massive amounts



The digital border wall’s stated purpose is to detect and prevent un-
documented crossings of people and objects, but its reach extends be-
yond migrants to American communities engaged in unrelated activity.

of personally identifiable infor-
mation, including DNA samples,
fingerprints, and facial images.?*
This data is vulnerable to mali-
cious actors, as evident when a
CBP facial recognition pilot pro-
gram with over 180,000 images
was hacked in 2018 and 19 photos
of travelers ended up on the dark
web.?®

The human rights issues at stake
are even more acute for technolo-
gies incorporating facial recogni-
tion that can later be used to
identify, track, and target migrants
and border crossers. In addition

to concerning privacy implica-
tions, these technologies pose dis-
proportionate harms to minority
groups, who are the most frequent
target of these technologies and
for which these technologies are
more unreliable, as documented

in a 2019 federal study of over

100 commercially available facial
recognition algorithms.?® In the
border security context, for exam-
ple, inaccurate facial image match-
ing can result in significant harm
to already vulnerable populations,
including wrongful harassment,
detention, and denial of asylum.?”

Although CBP has a privacy
impact assessment process in
place,® it has in the past failed to
issue public privacy notice prior to
the rollout of some border security
technologies,®® as well as imple-
ment basic privacy safeguards.3°

The Digital Border Wall’s Im-
pact on Border Communities

The digital border wall’s stated
purpose is to detect and prevent
undocumented crossings of people
and objects, but its reach extends

beyond migrants to American
communities engaged in unrelated
activity. Nowhere are these effects
more prominent than in the daily
lives of the predominantly Latino
populations living along the border.®
These border communities, which
also include Native American reser-
vations,*? are subject to more persis-
tent, extensive, and concentrated
surveillance than any other part of
the country.®® Researchers have
documented over 225 data points
of surveillance technology use by
federal and local entities along the
border.34 Living with little semblance
of privacy in this type of militarized
environment takes a heavy psycho-
logical toll on many residents, and
there are anecdotal examples of
community members feeling forced
to change their behavior and cultural
practices accordingly.®®

There is also at least one document-
ed instance of border security tech-
nologies being explicitly used at the
border for a purpose unrelated to
preventing undocumented cross-
ings. In 2017, CBP stationed a remote
video surveillance system to monitor
the emerging threat of demonstra-
tions against the expansion of
President Trump’s physical border
wall.3é

The greatest harm of border security
technologies to border communities,
however, perhaps comes in the
implicit, significant tradeoff that
occurs every time the United States
government chooses to invest addi-
tional resources into these technolo-
gies. While millions continue to be
appropriated each year to enhance
surveillance along the southern
border, these communities continue
to have some of the highest poverty

rates in the country and lack access
to basic infrastructure, leaving them
feeling marginalized.>” Even more
so when these communities are
typically not consulted prior to the
deployment of new border security
technologies.®®

The Digital Border Wall’s
Impact on the American
Public At Large

Even communities far away from
the southern border are likely to
eventually feel the effects of
continued funding for the border
security technologies that make
up the digital border wall. Not
only does CBP claim jurisdiction
within 100 miles of a U.S. land or
coastal border, encompassing
about two-thirds of the American
population,3® but the southern
border is inherently treated as a
testing grounds for experimental
technologies later deployed else-
where.*°® Technologies funded,
developed, and advertised for
border security purposes routinely
attract the interest of law enforce-
ment agencies nationwide.

One of the clearest examples of
the privacy threat these technolo-
gies pose to the American public
at large is CBP’s use of drones

for purposes other than border
security. In 2020, DHS surveillance
aircraft were deployed to more
than 15 U.S. cities during George
Floyd protests.*? This included
CBP Predator B drones in Minne-
apolis and elsewhere.*®* The use of
CBP drones in this manner is no
outlier - the CBP regularly loans
its drones out to local and federal
agencies for non-border patrol
purposes, with close to 700 such



instances documented between
2010 and 2012.4* CBP drones have
also been used for surveillance of
other protests in the past.*®

According to a 2014 report by
the Government Accountability
Office, 20 percent of CBP drone
flight hours were spent outside
immediate border and coastal
areas.*® There are no use or user
limitations on CBP drones and
limited transparency and over-
sight exists over their deployment
nationwide.*’

Operational Efficacy of Border
Security Technologies

In addition to human rights
concerns, there are legitimate
concerns about the ability of many
of these technologies to contrib-
ute to their stated border security
purpose, as repeatedly noted by
reports from the Government
Accountability Office (GAO) and
the DHS Office of the Inspector
General (IG). A 2017 report by

the DHS IG found that “CBP lacks
strong well-defined operational
requirements and an overall strat-
egy framework” for securing the
southern border.*® A 2018 report
by the GAO found that CBP had
failed to “determine the contribu-
tion of surveillance technologies
to CBP’s border security efforts.”4°
A 2021 report by the DHS I1G
reiterated these concerns, finding
that CBP does not have “a stand-
ard process to assess technology
effectiveness” and “cannot plan
effectively for future investments,”
including for border security
technologies.>®

For those who endorse the digital
border wall for its ability to lead
to greater apprehensions or deter-
rence of migrants, the history of
border security technologies’
deployment offers little support-
ing evidence.’! This is most
evident when examining many

of the individual border security
technologies that make up the
digital wall. Predator B drones,
for example, cost $17 million to
purchase, $12,255 per flight hour
to operate, and an estimated
$32,000 each time it is used to
apprehend individuals.>? Yet, they
have been referred to as “dubious
achievers” of border security by
the DHS OIG, which found “no
evidence that the drones contrib-
ute to a more secure border.”>3 [t
is unclear whether newer, smaller
drones are any more effective, as
no study has been conducted to
that effect.>

The case for the effectiveness of
several other border security
technologies is not much stronger,
making a tradeoff of human rights
in favor of security difficult to
justify. SBInet and many of CBP’s
earlier surveillance tower efforts
cost millions to billions of dollars
but had high error rates with
limited results.>> Although new
Al-powered surveillance towers
claim to solve issues plaguing past
surveillance towers, it would not
be the first time border security
contractors make operational
promises they fail to deliver on

in practice.>® No measure of effec-
tiveness exists for these towers,
and history suggests deterrence

is likely to be limited, as migrants
and smugglers learn to adapt

to them as they have to past
surveillance towers.” Finally, facial
recognition technologies, as allud-
ed to earlier, have proven unrelia-
ble for certain demographics.>®

Conclusion and
Recommendation

In light of the serious human rights
and efficacy concerns associated
with border security technologies,
the claim that the digital border
wall is smart and humane policy
warrants bipartisan skepticism. At

the bare minimum, these concerns
suggest that additional appropria-
tions for border security technolo-
gies should be capped, reduced
relative to previous amounts, or
even frozen until these concerns
are addressed. They also suggest
that Congress should engage

in increased oversight to help
members and the public better
understand the ramifications of
the digital border wall, potentially
through public hearings engaging
border communities, tech provid-
ers of border security technolo-
gies, advocacy groups, and CBP
agency heads.

Aside from these preliminary
actions, there are additional steps
Congress can consider in a joint
or piecemeal fashion to address
concerns associated with the
digital border wall in terms of
oversight, transparency, and

use and user limitations.

Oversight

Advocates against the digital
border wall, for example, have
called for meaningful oversight of
border security technologies prior
to their deployment.>® This could
involve making these technologies
subject to a 60-day notice and
comment period, independent
pre-deployment assessments of
the efficacy and potential rights
violations associated with the
technologies, and required
consultation with, or consent from,
border communities.®® Oversight
post-deployment is also possible
in the form of periodic rights and
efficacy assessments, although
migrant and border community
distrust of CBP is high and legiti-
mate questions remain about the
agency’s willingness to engage

in such oversight and to enact
recommendations, particularly
given its lack of accountability for
past abuses.®



Transparency

Transparency over border security
technologies can also take a varie-
ty of forms. One simple form is
requiring disclosure of current
CBP contracts and solicitations
for border security technologies
and of others being tested, for
which a dearth of transparency
currently exists.®? It could also
include increased transparency
over the algorithms used in facial
recognition and artificial intelli-
gence technologies deployed

by CBP,%* as well as increased
transparency over how acquired
biometric data is used and
stored.®*

Use and User Limitations
and Other Safeguards

A final category of actions Congress
can take is to enact use or user limi-
tations over border security technol-
ogies subject to certain safeguards.
Take drones, for example. Congress
can limit their use to border security
operations; restrict their use within

a certain geographic range from

the border below the expansive 100
mile jurisdiction CBP claims; limit the
technologies CBP drones can be
equipped with, such as facial recog-
nition technology; and limit CBP’s
ability to share drones with other
agencies or subject such transfers to
additional safeguards.®®> Another ex-
ample of use and user limitations
could be restricting CBP’s use of fa-
cial recognition, as well as increased
limitations on both the sharing of
data with other agencies and the
amount of time data can be stored
for and under what conditions.®® Use
and user limitations would mitigate
these technologies’ impact on
human rights, but concerns would
remain about these technologies’
continued application on migrants
and border communities.
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